SAS Pre-Encryption Information Sheet and User Agreement
Introduction

PGP® Whole Disk Encryption (WDE) service is for SAS Faculty and Staff who need to store sensitive data on their computers. WDE is used to protect that data in the event a computer is lost or stolen. It does not protect the data once a user logs in to the computer. At that point, other technical controls such as firewalls are required to protect the data. Please be aware due to the complexity of adding encryption to your computer turnaround times for support issues will be increased.

SAS Computing Responsibilities

1. SAS Computing is responsible for ensuring a valid backup of the user's computer exists before encryption takes place.
2. SAS Computing will ensure that the users' encryption key is backed up and stored for safekeeping

3. SAS Computing will provide a means for accessing data if the user has forgotten their password.

User Responsibilities

1. Backups: Data backup is always important, but encryption makes it even more crucial. Data
lost due to hard drive failure or human error will not be recoverable via standard data recovery
methods. You are responsible for ensuring that you have a recent, valid and secure backup of your data.
2. Strong Passwords: Once the PGP password is entered the computer is no longer encrypted. If the computer's screen is locked or goes to sleep, only the Windows password will be required to obtain access. A strong Windows password will provide additional protection for your data. Additionally, your computer should be turned off and/or restarted when you will be away from it to ensure that the machine is in an encrypted state.
3. Forgotten Passwords: If you forget your password to log in to your computer, you will need to follow standard procedures in order to get past the PGP password screen:
On Campus: Contact your LSP, and they will be able to get on to your computer and
facilitate a password reset for you
Off Campus: Contact your LSP, and provide requested information to verify your identity.
Your LSP will then work with the PGP Server administrators to generate a password
token to allow you access to your computer. Tokens are good for a single use, and you
will need to work with your LSP to reset your password once you are able to get in to
your machine.
4.  Travel Restrictions: Users intending to travel to Cuba, Libya, North Korea, Syria, Sudan, Iran
or Iraq must contact the Office of Research Services for assistance in determining whether an export license is required for computers with PGP installed, and, if so, assistance in applying for an export license.
5. Export Controls. Any release of the PGP encryption technology or source code to a foreign national from Cuba, Libya, North Korea, Syria, Sudan, Iran or Iraq, or an individual on the denied parties list even while in the United States, may be prohibited under the “deemed export” rules. Again, you are responsible for contacting Penn’s Office of Research Services for assistance.
6. Other Restrictions: PGP products may not be used directly or indirectly in the design,
development, fabrication, or use of nuclear, chemical, or biological weapons or missile
technology without US government authorization. Contact the Office of Research Service for more information.

End-User Acknowledgment

I certify it is necessary for local storage of sensitive data on my computer. I agree to the terms and conditions outlined above and fully understand the implications of having PGP Whole Disk Encryption installed on my computer.  I understand that I am responsible for ensuring that I have a recent, valid and secure backup of my data and that failure to have such a backup may result in complete loss of my data.

Name of End User (please print): ______________________________________________________

Signature of End User (please print): ___________________________________________________

Date: _________________________

